5 36 55 Z1 1] U
2015 4F 11 H

»2, ]
¥Rk
Journal on Communications

doi:10.11959/j.issn.1000-436x.2015301

ETF B AT 5) ad hoe FEREREI N SR RIF 52

Hlia, &&, E
(P PRI B TARBE, Bepi 7% 710071)

W . WA RS IEE B ad hoe W44 (AR AT A L] A b i )37 5 08 5 4t 1 S A BRI &, SR il
15 ¥ IR BE (0 AR FE AT 00T, & T — BB T AH LI #2085 3l ad hoo W4 NAZATINREZY, DL 2 (1 11
B A, Wi OPNET M 4% AR T S a0 AT, B8 TE T A5 Y (0l A7 M R AT sk ok

FKHEIR: 3l ad hoc M4 Beeds; AR HANLE

RESES: TN929 XERFRINAD: A

Friends mechanism-based routing intrusion
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Abstract: The proposed model mainly focused on how to effectively detect routing invasions from mobile ad hoc net-
work as well as how to accurately respond to the malicious nodes, providing a trusted routing environment. A light-
weight intrusion detection model was proposed to based on the friends mechanism, taking black hole attack for example,

the OPNET software gives the simulation test, and results show that the schemes can effectively detect attacks, it is
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validated and compared with other conventional models.

Key words: mobile ad hoc network; routing security; intrusion detection; friends mechanisms
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AODV PSR BFFT S, 70X0) PRI Bt R s g A T 1t
ORISR b, AT HBGEREE, RGBS
DFAERT SR 3 715 g 138 T I AW LA A AR A
R AT RS o
41 EREWEH
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TR, JERE TR AR AU B, AT RO E R
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SRR AL MRS A ST S
G, TERCT — ARG L )« R

AODV il i IR i B an &l 4 Przs. S
ML) D R IEEIE o AEATEAS, BUK H RREQ 47
Y BEAT BB I AT T R B, R N A BRI
K, Dhit—ANEH Y A D R8-S K8
Ty RIZEEE GRS S, IFRRIEAT B
R B FE A Y A T4 A sl 225 i Bk 2 b, 1
SEBR A T T BEAR A TCVE BIA T A Do YR A IE
PRI Rl A I R T A S 4 L)
ik, Brdi 1y s A I e BN R B A [RIYE T )AL
P A L, R ) 28 b i 45 K 1 1Y) 19X 4 5 1
G DAARAR AR ARAN X Y 6% 3 ol ™ B 1) B

K4 PRIF Y R

42 ERBHENFE
42.1 ZURME ARG IHRE

h T A BGRIURI B T OGB4 S5, f
M OPNETI14.5 1AM E- -5, R #s)H
AL S X 4 4 OPNET 352 [y N i tH 2 8058
M — e

S RS (G TE B E N ad hoe A8, SRH
802.11b AF U, BT S DI BCA 0.005 W
B 4% th 21 AN FE ST s 418 1 000 mx1 000 m (1)
B g X, W AR A TIBE 1 BE PL % B
trajectory-5 (random way point) LA(0~20) m/s 22 [i1] ]
BARBEHIAE 5, B KB TH] 2 3 600 s. Hir,
AL 20 1N H B A AR RS ) e I K R

WK, TEEWE 5 Pros.

S, N AODV i B, 43 Bil% 1E 1
DURAEAE SRR Bk (1 T 2 S B0 AT 0 #T

H AT BN A ISR A, B Rk
6 e AU R B, IXRE, T8I 2 R
FLAT LU S 21 W 265 (1) 2 FOR [RAREAE, BT A S
MAET NZATI RGP RE T 7T, 3 B 32 26 LA
A 300 S5z e PRI Ok e 1R D 4% 2 500 AT T 4 50
T, AT LA ST S B N R RE YL
P

M 6 FE 7 (05 L AR Sy b . 4%
HRAFAE SRR B I, ERAR H T SR T A 20, AR
MR A6 R T ORI B T R, T
it e SR (1) B VL s 7 R RORARAR, A3 2% 11
LR HMGAETE W .
4.2.2  BIRISGEAFAEASA S T FRAL 6917 5]

1) FHIESHER

T XA A IIER AT A, #2505
By, SREC— L BARI R & 2 . BT 4.2.1
WIS, SR B R SRR B i AR EL,
b2 AT LSS 2R Bk AR SCHE 0 AR A
RAIAERFTE. K& 6 FIE 7 72 A 10 IR AR e 1 Hidh
T BT RS T A TRE b7, IR IX R IE S
PR HCHUARBE /2, AR5 4E Windows 64 bit *F- &

Wk LLR 3 PHERAE: B i EBeoR . M=
RILZEFNEE o 3 1 R Z AT N GRAT k. 3X 3 Fol
FRIESE BAR S .
P& = (RRTR)
MR R S o A
R (1) SN IR % PR B o) 4
% i K% #E (RRTS)
‘Mme%%%ﬁE%%%mﬁ%ﬁﬁﬁ%
AT RO B o A
B KZE (RPD)
R A ER R
% RO R 2 R ) IR s o A
2) FRIEZEL TR 2
AT BRI LIBSVM S IR IE S
FAT IR, 20— DA R e X L F 2L
SH TR, XTI X L S HUE
I ELRNZ 52 H T T BRAELEAT LA A W25 A9 2T BT Ak
PR, Ja TR FH I A LA I B AR AR
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[ Mobile 20

B 5 PRI B 07 3 2% 37 5t

l — — e _AA a -
L1 [ I TS A BT ' )
6 I Rk I R o Y e R
FETTBRAE YN S0, o b3 AR B S Bk LIRS
FRIESHONZR45 F 4\ F)] Matlab, HR5HhZE 2015 If (RRTR > 50% ~ RRTS < 10%) PDR >40%)
F)EASHTTBRAE o U0 — AN 25 R 2 50 Then
A&, AT LRI IZ T RAS S AT R {Not A Friend};
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X LSRR R, AT PR AR AR i T B Y
DI HSHEE— DRI, AT I 35) ad
hoc PIZRHRA R, AHAEAN[R] FR) 00 5% 1 SR At el 2R
SEIG W] DA RN 1) BRAE
423 GFAZR

NP 2.1 5 A 2410 LIBSVM 31T
i, b, 4 3 568 ANIEW  MRBER BRI
(1 R IA R A . S 3 B IR RRIE S5
2958 I B T T IRAEAE Sy AR A IHESS R N, o
A2 SVM S I A% R B ) — A% R E P e BUAS )
ARSI IR C NS H y BEAT HARI S5

1) > svm-train ../heart myscale train.model.text
o, heart myscale & 7 i A 1) FFE A AT
train.model.text F7 A I BRSO, Nk 4 P
LA NS, BARASCAE AT LAREEAER 5)) ad hoe P4%
W RUEALR M4 TP 2. B30 ad hoc FRZS Y A
REALGNIE] 8 P .

2) >svm-predict

.Jtest.text train.model.text

output.text

AL PR MR b 2D o AR R R SO R 4y
HH PR IR A A HEAT P00, IR SR T —
AN R IR RS R ANR T S, W S .
43 RGEMHRELLR A

N 4.2 75508 PRI Bt 0 R S 45 SR T

P2 o 2% 5 ) R B O A S Y I R SR 2

5 8 3l ad hoc 45 7T s A0

A, ASCHRH AR AL LRSS AN EIRESE
ST AR A% SR R GoAS U R TR I 22 S ok, IR L
Xof [ — M RR BB SE AN C Ay S0, Rl 45
bz Aefb, WX LT LUR I SR N RS
AR AR ERUE TR C=2.0 XS5 y
=1.0 4% 1) FEAZ SR AR I B ir s R GeA I Fr
PES Sl iEris 98.99%H1 99.92%, A4 54 Al LAl 7
TR 5 | v i 7 A 3K 2 PR SO A SR )
JAHUHIR IR AL LA B m A P R o 4 T 30 IEA
SR NI RGN, B ~
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x4 BB EHIIGRE R
MAFHESEA R BdareAs R MRS (C 9 CPU 217N fil/s R SRR I
3 3568 Linear DEFAULT 182.17 89 271
3 3568 Linear 0.5,0.5 37.60 1236 16
3 3568 Linear 1.0,0.5 2.86 2306 14
3 3568 Linear 1.0,1.0 13.15 2306 14
3 3568 Linear 2.0,1.0 2.93 2306 12
3 3568 Radial DEFAULT 2.29 54 935
3 3568 Radial 0.5,0.5 1.79 51 810
3 3568 Radial 1.0,0.5 2.14 37 796
3 3568 Radial 1.0,1.0 3.38 39 923
3 3568 Radial 2.0,1.0 2.75 36 902
3 3568 Sigmoid DEFAULT 1.48 1235 2396
3 3568 Sigmoid 0.5,0.5 1.59 1235 2396
3 3568 Sigmoid 1.0,0.5 1.33 1235 2396
3 3568 Sigmoid 1.0,1.0 1.36 1235 2396
3 3568 Sigmoid 2.0,1.0 1.48 1235 2396
x5 - HENG G gl 6 S
BFAEZEN s LA IR HHRA L IDS T /% Precision/ Recall

3 3568 Linear 3479 89 97.50 99.78%/96.25%

3 3568 Linear 2332 1236 65.36 65.05%/99.91%

3 3568 Linear 1262 2306 35.37 50%/0.09%

3 3568 Linear 1262 2306 35.37 50%/0.09%

3 3568 Linear 1262 2306 35.37 50%/0.09%

3 3568 Radial 3514 54 98.48 98.63%/98.97%

3 3568 Radial 3517 51 98.57 98.84%/98.92%

3 3568 Radial 3531 37 98.96 99.39%/98.92%

3 3568 Radial 3529 39 98.90 99.35%/98.92%

3 3568 Radial 3532 36 98.99 99.74%/99.0%

3 3568 Sigmoid 2333 1235 65.39 65.05%/100%

3 3568 Sigmoid 2333 1235 65.39 65.05%/100%

3 3568 Sigmoid 2333 1235 65.39 65.05%/100%

3 3568 Sigmoid 2333 1235 65.39 65.05%/100%

3 3568 Sigmoid 2333 1235 65.39 65.05%/100%

F1R) R o R RSN 85 SRR AT RS I SR AN LA SRR RAT AT, ST RGN R
FAI 25 Rk 6 iR,

= N %6 BEE T 894 AR B M BE b AR
FEET LT, A0 B Rl 7 e R A% it

MRS . £0% 3 PR T Ay s T
ORI, T L SRR ek 2 PRI S Lo e 8338 2085%
BAENSRME R, I I 2 (2 2o MSVMPM P09 8o
PR RIS R A AU, TR R 1 3o SRR o8.20% 0-30%
BENTACRIMBIN AR, MM b, bodofegty 1 WORORE moo ha
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